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Our three-year vision



“To take a concerted step up the security 

maturity curve towards being world class.”
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Programme goals



1. Improve Air New Zealand security maturity to meet the Audit Committee

and ExCo expectations

2. Reduce the risk to sensitive information of unauthorised access and 

information leakage

3. Improve the detection capabilities for security incidents

4. Increase PCI score and ensure no penalties are enforced due to non-

compliance with PCI DSS

5. Decrease the number of security-related audit findings

6. Remediate all high ‘Red Team’ and internal pen testing findings

7. Implement vendors’ best practices



Guiding principles



1. The programme will not boil the ocean; we will make targeted decisions 

around scope to ensure value is delivered in an incremental manner.

2. Security maturity is a journey and will take some years to achieve. 

However this programme will lay the foundation for the years ahead.

3. Items in scope have been assessed against industry best practise to 

ensure our focus is right.

4. Solutions will strike the right balance between security and UX.

5. Incumbent tools and solutions will be reused where possible.

6. Risk-based approach > Compliance-based approach



Programme Structure





Assurance activities, scorecard & 
metrics



1. Improve Air New Zealand security maturity to 

meet the Audit Committee and ExCo expectations
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2. Reduce the risk to sensitive information of 

unauthorised access and information leakage



FY14

FY20

FY15FY17



No major security incident over the last 3 years



3. Improve the detection capabilities for security 

incidents



Significant improvement in terms of 

operational readiness

Number of devices logging to SIEM: ~1900



4. Increase PCI score and ensure no penalties are 

enforced due to non-compliance with PCI DSS



More than 100% increase in PCI compliance 

score between Dec 2014 and Dec 2016



5. Decrease the number of security-related audit 

findings





6. Remediate all high ‘Red Team’ and internal pen 

testing findings



x3 ‘Red Team’ exercises (conducted by different third-

parties) since mid-2015, unable to establish a foothold 

into the internal Air New Zealand network or gain 

access to sensitive data



7. Implement vendors’ best practices



• All Air NZ laptops received full security suite (e.g. EMET, BitLocker, Cisco AMP) 

• 295 public facing computers at 22 NZ airports updated with security hardening configuration and tools, incl. application 

whitelisting

• 14 domestic airports further secured with network port security to prevent non-Air NZ devices being plugged in

• All system administrators issued with a 2FA token

• Significant reduction in number of Windows domain administrators, from 26 down to 8

• Active Directory hardening complete; the level of compliance with security best practices and Microsoft recommendations 

(using CIS benchmark) from 49% to 91% with no adverse effects to the production environment.

• Windows 2012 Server hardening complete; the level of compliance with security best practices and Microsoft 

recommendations has gone (using CIS benchmark) from 67% up to 91%

• Windows 7 SOE hardening complete; the level of compliance with security best practices and Microsoft recommendations 

(using CIS benchmark) has gone from 42% up to 85%

• New password policy for both privileged and ‘standard’ users

• Proxy consolidation: implementation of Cisco proxies

• Firewall migration from Checkpoint to Cisco underway



(Personal) key takeaways



Have a well-structured and coherent one-pager that 

represents your transformation programme, incl. 

visuals, drivers & goals, scope (in and out) and 

metrics



“Dream big”: be ambitious and ready to “knock the 

knockers”



Setup a powerful Steering Committee with reps 

from across the business (IT/Digital, GRC, Legal)



Do not underestimate operational impact but be 

ruthless when it comes to implementing your 

programme



Assurance activities are as important as the 

strength and quality of your controls



Baseline initial state and report on progress to key 

stakeholders on a regular basis



Define ASMART objectives/targets



“No bullshit” policy: be open, honest and 

transparent



Information Security is not rocket-science: do not 

reinvent the wheel and leverage best practices and 

vendors’ recommendation as much as you can



This is a transformation, not a change: forget about 

v1.2 and think v2.0 instead



This a cultural shift: make sure systems & network 

admins, and outsourcers, are on board. Define 

expectations early, agree on standards, 

communicate, follow through and measure.



Ban the following quotes (*):

“Why would we change, it’s always been like that”

“It’s too hard”

“I can’t do my job anymore”



Success depends more on your overall vision, your 

ability to lead and the quality of the people & project 

team than on funding



Air New Zealand won the 2016 iSANZ ‘Best Security Project/Initiative’ 

Award for its Information Security Transformation programme




