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Rising political but stable security risks
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POPULISM AND BUSINESS RISK



What is populism?

Promotes community over individual

Movement for systemic change

Acts on behalf of ‘real people’

Single-issue drivenAnti-globalisation Anti-immigration

Personalised and often incoherent
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Why is populism succeeding?





GEOPOLITICAL UPHEAVALS
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New phase in Western Islamist extremist terrorism threat
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Vehicle ramming attacks increasing in frequency
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Rising use of knives and other edged weapons
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Rising frequency of barricade hostage incidents
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Corporate responses to the changing threat environment

Reviewing 

existing threat 

and risk 

assessments

Incorporating 

new data and 

intelligence 

sources

Developing 

insider threat 

and workplace 

violence 

programmes
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operational 
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mitigation 
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CYBER DISRUPTIONS 



Cyber threat actors

Criminals Hacktivists Nation states

Insiders



Cyber trends
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2

3

Data leak extortion on the rise

Growth in destructive and disruptive attacks

Supply chain and third parties entry point for threat actors



1 Data leak extortion on the rise



2 Growth in destructive and disruptive attacks



3 Supply chain and third parties entry point for threat actors



Key recommendations

Meaningful changes in cyber security across an organisation requires leadership, 

resources and a culture of security. 

Each company has unique threats, critical assets, business requirements, 

operational standards, cultural considerations, vulnerabilities and risk tolerance. 

It is essential to have a well-exercised crisis response plan that includes key 

portions of the entire business.

Create a resilient environment. Undertake a bundle of small projects that 

incrementally increase the resilience of the organisation over time. 
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