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WHY A RISK PRACTITIONER 
MUSTN'T IGNORE CYBER 

WARFARE?
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Presenter
Presentation Notes
Not a Funny ManResearch Fellow Vic UniCarnegie Mellon University Software Engineering Institute Instructor for…. All 5 eyes attend 1.7BnStarted Coding When I was 16.  Joined UK Mil as an electronic Engineer, Satellite Engineer Testing new mobile tactical sats, Iraq war wheels, then Cyber in MODCyber for UK NZDFCreated and managed two CSIRTS and an advisor for the NATO CSIRT.Cyber Warfare Doctrine and Cyber strategy papersIntroduce you to my world of Cyber Military and commercial IntelligenceEverything in this presentation is based on facts not opinions



• First Used in 1966 – Doctor Who
• Forensics
• Cyber Forensics
• Investigation
• Cyber Investigation
• Insurance
• Cyber Insurance
• Warfare
• Cyber Warfare

CYBER - A THE NEW KID N THE BLOCK
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• Computer Network Defence
• Computer Network Exploitation
• Computer Network Attack
• Defensive Cyber Operations
• Offensive Cyber Operations

All are aspects of Cyber Warfare

SOME TYPES OF CYBER
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• Critical National Infrastructure

• Water

• Power etc

• Government departments

• Financial Sector

• Commercial sector

• Intelligence on sales, products, IP

• Disruption to the business

• Insider Threat

WHAT DOES  DOES IT AFFECT?



WHERE DO THE CYBER WARRIORS TRAIN?
• Military establishments
• Government Agencies
• Commercial
• Self Taught
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Presenter
Presentation Notes
1.7bn DollarsTakes 3-5 years to become of use.5 years plus in more senior positions



WHERE DO THEY TEST CAPABILITY?
• Cyber storm
• Zenith Global
• Cyber Flag
• Hacking Seminars and events
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Presenter
Presentation Notes
Chair of the Exec Committee ICCWG and INATUsing a Cyber RangeBad guys test on NZWhat is Cyber Flag?



• Intrusion Detection
• Forensics

• Malware Analysis
• Reverse engineering

• All Source Intelligence - Low Attribution
• Counter Intelligence
• Research and Development – Tools and Code

SOME ASPECTS OF CYBER
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Presenter
Presentation Notes
You can circumvent traditional Vendor products.  In a resent test the top eight AV vendors only detected up to 60% of malcode.Room for improvementUSB Air Gapped Mal code as an exampleDeep InternetBelize Story Not just IT



WHERE DO CYBER WARRIORS WORK?
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Presenter
Presentation Notes
We know some.  Some are killed off once used.Social Engineering Insider Threat – DTA (Optional)



WHAT CAN CYBER WARRIORS DO?
Pentagon unleashes Fort Meade cyber warriors on Islamic State

The Defense Department has called on military 
hackers at Fort Meade to disrupt the operations of 
the self-declared Islamic State, a move that 
adds cyberweapons to the bombs and missiles the 
United States has been using to batter the terror 
group.

Defense Secretary Ashton B. Carter described the 
outlines of the hacking campaign Monday.
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Presentation Notes
What is Fort MeadCommanders now have a call on Cyber weapons

http://www.baltimoresun.com/topic/unrest-conflicts-war/defense/u.s.-department-of-defense-ORGOV000094164-topic.html
http://www.baltimoresun.com/topic/unrest-conflicts-war/fort-meade-ORGOV000090-topic.html
http://www.baltimoresun.com/topic/unrest-conflicts-war/islamic-state-ORCIG000120-topic.html
http://www.baltimoresun.com/topic/politics-government/government/ash-carter-PEPLT0008964-topic.html


MARKET EXPANSION ADDS TO CYBERSECURITY 
TALENT SHORTAGE

Cybersecurity job openings: 1 million in 2016; 1.5 million by 2019.
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Presenter
Presentation Notes
We are short of professional trained and experienced and exposed to classified information to understand the real threats.



• A great Initiative
• A New Capability
• New employment
• Cyber Training
• New Skills
• A strong Governance board

COMBAT - CSIRT INITIATIVE IN NZ
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Presentation Notes
Not all about ToolsAccidental issues insider threatAmarilo Next
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• It affects everyone
• It’s happening here in NZ
• It can stop a business in it’s tracks
• Must be realised at the ‘C’ Level

Why a Risk Practitioner mustn't ignore Cyber Warfare?

Presenter
Presentation Notes
A Cyber Warrior cannot be defined as a single entity.  There are no one Cyber Security Expert it’s a multidiscipline area.It’s in every aspect of our livesWe her in NZ are  3 years plus behind the Cyber curve.Resource is scarceHaving been expose to the real threatWe need more people cleared.We need good security advisors  Being IT experienced is not enough.But Do I Care YES



Chris@CyberToa.com
14


	Slide Number 1
	Why a Risk Practitioner mustn't ignore Cyber Warfare?
	Cyber - A The new Kid n the block
	Some Types of Cyber
	What does  does it affect?
	Where do the Cyber Warriors Train?
	Where do they Test Capability?
	Some Aspects of cyber
	Where do Cyber Warriors work?
	What can Cyber Warriors do?
	Market expansion adds to cybersecurity talent shortage�
	Combat - CSIRT Initiative in NZ
	Slide Number 13
	Slide Number 14

