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Today

Challenge the value of the multitude of artifacts,
encumbrances and three letter acronyms that
clog up risk management practice

Smash a half dozen myths

Draw some conclusions on keeping it simple (but
not simplistic)

Hearing over the Cacophony

Broadleaf

Central concepts
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Hearing over the Cacophony

The simple creed

Riskis the effect of uncertainty on what we wantto achieve,
our objectives

It arises from factors in the externaland internal environment
that create uncertainty - risk sources

It’s neither positive not negative - the way we describeit
depends on whether we view the potential consequences as
advantageous or not

We use risks to describe risk. These are simply statements
that describe examples of things that might happen or are
present and what they mightlead in to in terms of effects on
our objectives

Controlsare the things we already have in place that are
modifyingrisk. They enable us to achieve our objectives

Broadleaf
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What does managingrisk really involve?

1. Challengingassumptions and preconceptions before
decisionsare made

2. Taking appropriate actions to reduce the uncertainty
that our objectives will be achieved

3. Providingearly warningthat key controlsare notin
place or are not be fully effective, so that pre-
emptive actions can be taken

4. Enablingthe organisationto learn fromits successes
and failures— at a fundamental level
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Risk management is decision support
The things you automatically consider (to some extent) when
making a decision (implicit or explicit)
1. Whatdo | wantto achieve? T: :
g £
2. Howshalllgo aboutit? ? f
3. Whodol needtoinvolve? g :
4. What mighthelp me orimped;me? :
5. Whatlessonscan | learn fromthe past?
6. Whatl needto do to make sure | am successful?
sy 1+ HOW do I know if I will be successful?
Broadleaf
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We already managerisk — naturally

Every time we are faced with a decision, we are inevitably
mindful of the related uncertainties

Whether we realizeit or not, we judge the importanceand
effect of the uncertaintiesin relationto our overall objectives
- which also frame how we might deal with it

Followingthe risk management process just ensures this
normal, intuitive approachis more complete and effective

Risk management is already integrated and natural, we should
not attempt to de-integrateit and make it unnatural

Enhancementshould be in situ not in vitro
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Risk management is a dynamic, not static
process

Its triggered by the need to make a
decision, not by a calendar

There is little point in doing it for its own
sake

Periodic risk register reviews create little
value and often send the wrong message

Cacophonists are doing their
darnedest to create the impression
that they are building a new
(management) art, far nobler than
the (management) of the past, into
which so puerile a thing as (clarity
and simplicity) cannot be allowed to
enter

After Henry Finck, writing about modern
atonal musicin 1914
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Fads
Artefacts, Encumbrancesand Three Letter Acronyms
* Risk velocity * ERM
* Riskclockspeed * CRM (collaborative risk
management)
* Risk maturity
¢ GRC
* Riskculture
e SRM
* Riskgovernance
e |[RM
* Risk attitudes
* ORM
e Risk universe .« PRM
* Riskintelligence . BCM
* Risktone < BRM

Risk appetite statements oh, and ‘Resilience’

Broadleaf
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These artifacts, encumbrances and
acronyms, oppose the natural integration
of risk management with decision
making

They disenfranchise those who are faced

with decisions, who need to manage risk
effectively and who need support

They seem to be normally created as a
marketing ploy by consultants or
software producers
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A half dozen myths to crack

Broadleaf

Myth 1

Integration of risk management
means consulting a pre-existing risk
register
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Risk management and planning

* Why is last year’srisk register relevant for the decision
we face now?

* Surelywe need to considerthe implications of the
decision we face in relation to the effect of
uncertainty on the organisation’s objectives

* We needto consider both the uncertaintiesin
achieving successful outcomes from the decision and
also the uncertainties for our overall objectives

* This meanswe need to managerisk as an integral part
of the planning process—not as an input or add on

Hearing over the Cacophony
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Merged and blended, not parallel, overlapping
or just an input

Process

w /
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Development and implementation of the
strategic plan (or any plan)

Establish the
context

Final plan
Risk Assessment (to including risk Performance
stress test plan) treatment management

actions

Monitor and
review (lessons Draft plan
learnt)

Mission/Vision

Monitor and
review (controls
and context)

Hearing over the Cacophony
17

Broadleaf

Myth 2

We can have different approaches

and language for managing different
types of risks
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Silo thinking
Risk is risk! There are not different types of risk.

However, we sometimes try to characteriserisk by
concentrating on one type of consequence, one type of
source or one type of control

Silos persist because:

1. Thoseaccustomedto runningthe silos can be
protective of their sphere of influence and status,
and so resist change

2. Technical specialization of the silo being defined by
the expertise neededto understand the risks being
managed by the silo

Broadleaf
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Solution
There can be good reasonsto preserve clusters of expertise.

However, across all such silos there should be a common
language, common reporting mechanisms, and the same risk
criteria.

Transitioning from a silo-based approach of managing some
forms of risk to one involvinga fully common system, or
modifying the practices withinsilos to conform to a common
organization-wide approach, requires careful planning and
execution.

The change should be mandated by the governing body
through senior management with clear communication and
consultation around the benefits and implications of the
change.
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Myth 3

The risk management framework is

a document (that contains the risk
rating system)

Broadleaf

What is a framework?

It’s a collection of ‘stuff’ that makes risk management
‘happen’in an organisation

It consists of two parts:

1. Anexpressionof the organisation’sintentions -
how it signals what, why and how risk will be
managed

2. The capacityit providesto managerisk in keeping
with its intentions:

* Tools

* Capability to use them as part of decision making

Hearing over the Cacophony

= * Ability to continuously adapt and improve
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Implications

* Ideally we should not have elements of the organisation’s
system of management badged as risk ...

* The management of riskis simply a way of understanding
and dealing with the effect of uncertainty on the
organisation’s objectives

* If we have separateartefacts describedin terms of risk or
risk management, we are defeatingthe primary purpose of
managing risk

* To managerisk we need to access and use most of the
elements of a normal management system

* Thisis the way we avoid de-integration

* Oh, and the frameworkis not a document!

Hearing over the Cacophony
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Architecture of a framework

Intent Capability
+ Policies and delegations « Training strategy
[ ReUATeS e [—— Strategie —{ 1 Communcalon gy
« Strategies and plans ¢ « Data collection and analysis
* Assurance plans Tactical * Networks

. Establish the context
Identify the risks .

a—

Strategic ——>|

Communicate & consult

H o
>
i @ i <
€~ Tactical =3 nalyse the risks .§<_ Tactical =3 T
5 7]
H
l
Continual Improvement Tactical Accountability
« Performance measures W « Oversight body
« Effectiveness evaluation st : + Leadership group
. [ rategic o
« Benchmarking g « Facilitators
* Reviews + Change agents and specialists
+ Revision « Accountable persons
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Myth 4

Risk registers are important

Broadleaf
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Risk registers

They are not magic- just records of discussionsthat were held at a pointin
time: snapshots!

At most, a means to an end

The tests:

* Istheinformation collected really useful and useable?
* Cananormalpersonread and understandit?

This requires:

*  Onlyafew columns

* Full descriptions, avoiding acronymsor jargon

Could we avoid the limitations of using a table or spreadsheet with narrow
columns?

Risk NZ: Hearing over the cacophony
© Broadleaf Capital International, 2014

14




Broadleaf

Broadleaf

The context statement, risk
treatment plan and the control
assurance plan are much, much more

important documents than the risk
register

Do you preserve these?

Broadleaf

Myth 5

Risks (actually) occur
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Risks

We use examples of things that might happen (because there
is a risk source) and what they might lead to in terms of our
objectives - to help us understand risk

Risks are just examples, illustrations, scenarios or hypotheses

We use them to estimate the level of risk, expressed as the
likelihood that particular consequences will be experienced

NB. - consequences should relate directly to objectives
We sometime use events for this illustration or, often, a

situation or circumstance thatis present now or might occur
at some pointin the future

It is therefore not correct tosay that a risk has happened or,
when there has been an event, that a risk has occurred

Broadleaf

Myth 6

We need to conduct risk reviews

once a year to tell the audit
committee what our risks are
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Risk management for reporting

A reporting requirementis never a good reason for risk
management

We managerisk to create value— through supporting decisions

What do your audit/risk committee really need to know?

* That you have an current, comprehensive and correct understanding of the
risk your organisation faces

¢ And that those risk are within your risk criteria

But how do they know if these are true just by looking at a
historical, probably out of date, list of risks? How do they know
that those risks are current, comprehensive and correct?

So the committee’s primary responsibility should be to ensure
that the frameworkis working correctly

Broadleaf
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ASX Principle 7 (Ver. 3)

* Alisted entity should establish a sound risk management framework
and periodically review the effectiveness of that framework

* Recognisingand managingrisk is a crucial part of the role of the board
and management

* ltis the role of management to design and implement that framework
and to ensure that the entity operates within the risk appetite set by the
board. It is the role of the board to set the risk appetite for the entity, to
oversee its risk management framework and to satisfy itself that the
framework is sound.

* The board or a committee of the board should review the entity’s risk
management framework at least annually to satisfy itself that it
continuesto be sound

Australian/New Zealand Standard AS/NZS I1SO 31000:2009 Risk management — Principles and guidelines defines “risk
management” as “coordinated activities to direct and control an organization with regard to risk” and “risk management
framework” as a “set of components that provide the foundations and organizational arrangements for designing,
implementing, monitoring, reviewing and continually improving risk management throughout the organization”.

Risk NZ: Hearing over the cacophony
© Broadleaf Capital International, 2014

17




Broadleaf

Broadleaf

Hearing over the Cacophony
33

Implications

* Organisations have to be able to demonstrate they
have a sound framework for managing risk

* Otherwiseany risk information does not have any
credibility

* This meansthat any reportingto a Board has to focus
on the frameworkand its performance

* Information on risks, controls and risk treatment just
illustrate we are actively managingrisk

* Thisrequires performance management, effectiveness
evaluation and reporting

Broadleaf
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Performance part of a report

fizefansgemeniRenzt Strictly Confidential
Risk management performance ' iomeom
RIsk Management Plan Progress Comments

fest (M| Asi syl wni sl Aul Seol Ol New Dot o yrfipgnigcuhmsi!
T o tAimgnn gunicmx k] Inbyme!

b femd
Risk Treatment Progress {current vs. previous) Tomments
o Coieuymoim, clmjh;imtaol, [px!
| | o ssaTe!
Cuer 3ue e
N [ ® CURNMUHEIHICNTQULALA,'D!
Due it 30 days.
Cue v 20 .
Hocuz date
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1) The level of risk is probability of the event x
impact

2) We should categoriserisks according to
consequence type

3) We need a risk appetite statement

4) We need to measure inherentrisk or target risk
5) Key risk indicators pick up emerging risks

6) Auditors should focus on highrisks  gess

Hearing over the Cacophony
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Summary

To improve the knowledge and practice of Risk Management
in New Zealand

Should the Society be doing more to crack the myths, quell
the fads and discard the jargon that bedevil our profession?

If the Society’s role is to share and enhance skillsand
understanding amongstall sectors and disciplines about the
management of risk then, surely, we should promote
approachesthatare clear, simple and useful?

The Society should promote in all it does that:

risk management is a process whose principal purpose s to
supportbetterdecisions and thus MUST be integral to decision
making in all organisations

Hearing over the Cacophony
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