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RISK ASSESSMENT 



BUSINESS CONTINUITY 

 Business Continuity is defined within ISO 22301: 2012 

 

“The capability of the organization to continue delivery 
of products or services at acceptable predefined levels 
following a disruptive incident.” 

 



BUSINESS CONTINUITY  

Incident Management  

Disruption of day-to-day operational activities 
 

Emergency Management 

Protection of people 
 

Crisis Management 

An abnormal situation which threatens the operations, staff, customers or reputation 
of an enterprise. 
 

Disaster Recovery  

Information Technology plans to recover from a business disruption 
 

Business Continuity 

Continue business operations at an acceptable predefined level. 



TYPICAL BC PROGRAMME  
& LIFECYCLE 

The BCI – Good Practice Guidelines - 2013 Global Edition 























TOP THREATS IN 2014 

The top threats rated by level of concern from the annual 
Business Continuity Institute for 2014 

 
1. Unplanned IT and Telecom outage (77% extremely concerned or 

concerned)  

2. Data breach (73%) 

3. Cyber attack (73%) 

4. Adverse weather (57%) 

5. Interruption to utility supply (56%) 

6. Security incident (53%)  

 

 







Risk Management Business Continuity 

Likelihood vs Impact 
 

Accept 
Reduce 
Transfer 

Avoid 

 Capability of the 
organization to 

continue delivery of 
products or services 

at acceptable 
predefined levels 

following disruptive 
incident. 



 Business Continuity Policy 

 

 Initial Business Continuity Programme 

 

 Business Continuity Culture within the 
organisation 



 
How does that 
help me now? 

 
why 





A team to lead the Crisis … 

Crisis Management Team 

 

 

 

 

 

 

 

 

 



Teams to recover the Business… 

Business Recovery Teams 

 

 

 

 

 

 

 

 

 



Do we plan 
for 

everything? 
 



 Business Impact Analysis 
 Priority order of critical activities and key 

metrics (RPO, RTO) 

 In scope 

 Dependencies that support the activities 

 

 Risk Analysis 
 Accept, Reduce, Transfer, Avoid 

 

 Gap Analysis 



Now I know 
what 

 



But that still 
doesn’t tell 

me how 
 



Strategies/ Tactics 

 

Loss of…  

 Facilities 

 People 

 Technology 

 3rd Parties 

 Other based on your Business 

 

 



Now I know a 
bit of  
how 



 Business Continuity Plans (BCP) provide 
the framework with guidelines to follow 
in a Crisis 



 Business Continuity Plans (BCP) provide 
the framework with guidelines to follow 
in a Crisis 



 Business Continuity Plans (BCP) provide 
the framework with guidelines to follow 
in a Crisis 



 My 2 rules for Business Continuity Plans 

 

1. If its not going to be used in a Crisis, don’t include 
in the plans 

 

2. Somebody from outside of the Business should be 
able to run a crisis at a high level based on the 
information in the BC plans 



KEY COMPONENTS OF A BC PLAN 

 Leadership roles and responsibilities 

 Decision points  

 Defined list of Critical Business activities/ functions with metrics 

 Pre approved strategies 

 High level tasks to action during the different phases of Business 
Continuity (Respond, Assess, Activate, Recover, Resume) 

 List of Critical Contacts 

 Communications plan 

 Assisting Templates 

 



VALIDATION 

C
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Effort/ Risk 

Exercise Types - Confidence vs Risk 

Full Cutover 

Parallel Testing 

Table Top 
(simulation) 

Walkthrough 



COMMON MISTAKES 
 
  Not enough engagement from the Business 

 IT taking ownership of Business Continuity 

 Misunderstanding of Business Continuity in general 

 Priority of Business Activities not defined  

 Out of date plans 

 Strategies not clear 

 Plans not validated 

 



SUMMARY 

 Risk Assessment should be done as part of the Business Impact 
Analysis (BIA) phase 

 Risk Management can help reduce the likelihood of needing to 
invoke Business Continuity Plans 

 Validated Business Continuity Plans can help reduce the Impact in 
an event 

 Risk Assessment and Business Continuity should have a healthy 
relationship 

 Business Continuity is a lifecycle – not a one time programme 

 Business Continuity Plans are the end output, but the real value is 
the journey, identifying and reducing risk,  and exercising 

 

 







 

 

Thank You 
 

If you have any questions, please feel free to contact me below 

(m) 021 731 399 

(e) juan.vantonder@planb.co.nz  

(w) www.planb.co.nz  
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