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Managing the
Risks of Business
Disruptions

- Helps in building customer confidence and trust
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Running order

- Business disruptions- in context

- Risks, Impacts and ‘Black Sawn’ events

- Operational Risks elements

- Strategic approach to preventing business disruptions
- Implementing Business Continuity Management

- Wrap-up
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Disruptions and disasters could happen any time!

But the damaging impact can be prevented!



Recent local and Global events

Auckland oil crisis

NEW ZEALAND

Auckland Airport flight
disruptions peak as fuel crisis

bites

Courtesy; NZ Herald ‘ 2 \
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Recent local and Global events

Auckland oil crisis

Revenue loss estimated
around $ 15 million
plus many other
Impacts

MARSDEN POINT REFINERY

AUCKLAND AIRPORT BEO




Recent local and Global events

Air-traffic control system failure at Sydney Airport

Major Airlines Around the World
Paralyzed For Hours by
Computer ‘Network Issue’

By Pel Svab

September 20, 2017 11:36 am Last Updated: September 20, 2017 11:52 am
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Recent local and Global events

Air-traffic control system failure at Sydney Airport

Hundreds of customers
affected and knock-on
effect on other airports
and airlines.!

Courtesy; the Daily Telegraph



Recent local and Global events
BE nSignin News Sport  Weather Shop Earth  Travel M

NEWS Victims were

demanded a payment
of $300 (£230) in
virtual currency Bitcoin
to unlock the files for
each computer.

Home Video Word Asia UK DBusiness Tech Science Magazine  Entertainme

Technology

Massive ransomware infection hits
computers in 99 countries

@ 13May 2017 ' Technology f ¥ © [ <« Shae




Recent local and Global events

From minor loss of production to loss of reputation or even the
closure of business.

So it is important to convince your stakeholders that you can
continue when the unexpected happens, and you are prepared.

Your people are protected, their jobs are
secure and the company is resilient




What do organisations want?

Capability

Tools &
Techniques

Credibility

Organisation

Profit

Market
Share

Organisational
Resilience

Growth

Competitive
Advantage

What are the organisations doing about it?
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Successful companies effectively manage
the RISKS.....

Externally

Driven Risks e External Risks

Wantas

Enterprise * Internal Risks
Risk
Management Operational
Risks

Risks vs. Opportunity




Enterprise Risk Management (ERM)

Strategic Compliance Financial Operational
Risk Risk Risk Risk

Strategic Risk is defined as the uncertainties and untapped opportunities embedded in the strategic
intent of the organisation and how well they are executed. Source: PWC

|
Operational Risk is the risk of loss resulting from inadequate or failed internal processes, people, [
systems or from external events.

Source: BASEL Committee Banking Supervision

erational Risk is in every part of the business \\\ \\
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Operational Risks

Operational Risk is the risk of loss
resulting from inadequate or failed

People .
internal processes, people, systems or
from external events. y
Stakeholders Source: BASEL Committee Banking Supervision |

7 pillars that support the business#

Technology l




Operational Risk and Business Continuity
Management (BCM)

Operational Risk




Managing Business Disruptions

Preventative
Action

Strategic

Operational

.

Crisis Management |ncident Management Emergency Response Unforeseen happens.
May be insufficient! May be insufficient! Preventative controls [

\ Y } were ineffective

Business Continuity/IT DR




Leadership commitment for Organisational Resilience

Reputation at stake Leader, Role model

() (©)

Likely to disappear

Leadership commitment for
success

Not ‘fit for purpose’ l

Capability




Five Key Messages

Message # 1

Organisations mission critical activities have to be
understood and protected




Prioritised Activities or Lines of Business

Found through Business Impact Analysis




Five Key Messages
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Message # 2 _ %

The three categories of events that could happen have to

be understood

. High impact - high probability l
ll. High impact - low probability

lll. Low impact - low probability




‘Black Swan’ events

They are unpredictable, rare, but nevertheless high impact events. l
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Assess the risks on key activities and map

Risk = Impact x Probability

Activity: Power Distribution

Threats

1. Storm Event

2 Lightning
- 3. Premises
o 4. Network failure
g' 5. Fire

Probability



Knowledge check?

What should organisations do to manage those risks of
business disruption?

Do nothing

Transfer the risk (insurance)

Treat or mitigate the risks

Terminate the activity

Combination of a, b, c & d l
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Five Key Messages

Message # 3




A strategic approach - Business Continuity
Management (BCM)

Investment on BCM should be based on analysis of risks
over time

Objective: Ensure timely response and resumption to
deliver essential business activities in the event of a
significant disruption by maintaining key business
resources required to support those activities




Five Key Messages

Message # 4




Building confidence and credibility to
respond to disruptive incidents and events

Develop ‘fit for purpose’ policies and plans

Establish clear roles and responsibilities to respond,
recover and restore

 Train people thoroughly and consistently

 Exercise and test the plans frequently and methodically
e Validate the continuity arrangements by internal and
independent audits

 Continually improve the arrangements l
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Five Key Messages

Message # 5 S




A strategic approach - Business Continuity Management
(BCM)

Some Myths
e It is only for large businesses
* Need more staff
* Is not a business priority
Do not have skills and expertise
e |tis a big investment
e We know what has to be done if there
Is a disruption or crisis
e Can download some templates and then implement

e 40% of the businesses do not reopen after a disaster - FEMA (Oct 2014) [
 |ncreased focus on BCM Governance -'whole of the business view - Gartner (Mar 2014)
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Business Continuity Management framework

BCM Lifecycle shows the
stages of activity, that
an organisation moves
through and repeats
with an overall aim of
improving
organisational
resilience.

@

|, -
Business Continuity
Institute




Business Continuity Management (BCM) implementation

Key Steps

e Establish policy

* Prioritise your activities

 Understand all dependencies

e Conduct a Risk Assessment

e Determine Strategies

e Develop response and recovery plans (BCP)
including incident & crisis management plans

e Define roles and responsibilities

e Document all of above

e Exercise and Test [

e Train staff, build a culture of preparedness

 Monitor the system and continual imp

rovemeng -~
RAS




Wrap-up:
Standout from the rest..!

In an uncertain world the business that have the capability l
and credibility to respond and recover, they are ahead of the

game. S
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Thank you! ContinuityNZ

Nalin Wijetilleke
M. 021 659 886
D. 09 534 2537

e: halin@continuitynz.co.nz l

url: www.continuitynz.co.nz

LinkedIn: https://nz.linkedin.com/in/nalinw
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