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Risk survey respondent sectors

Private Public Not for profit
2012 43% 49% 8%
2015 46% 48% 6%
Sector Behind Starting out Leaders
2015 2012 2015 2012 2015 2012
Public 35% 33% 36% 25% 29% 42%
Private 21% 20% 24% 33% 55% 47%
Not for profit 57% 28% 14% 72% 29% 0%
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Level of risks

Organisations' perceived risks

Risks at broadly similar levels to 2012, but half feel they are facing greater
risk now

M Less severe /
Slightly fewer risks

Q22: Compared with 12
months ago, is your
organisation facing
either more risks / or

= More / More
severe risks

more severe risks, or is
it facing fewer risks and
[or less severe risks?

» No change

m Can't say
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Speed of risks

Speed emerging risks materialising
52% of organisations believe risks are emerging faster than previously.

: m Happening much more slowly » Happening slightly more slowly
Q23: Compared to No change ® Happening slightly more quickly
12 months ago, is

the speed of

~ ‘emerging risks ..

materialising
guickly er-more

slowly?

© Happening much more quickly

© 2015 Grant Thornton New Zealand. All rights reserved.



Risk techniques utilised

Behind Starting out Leaders
Yes No Yes No Yes No
Software 44% 56% 36% 61% 84% 16%
KRIs 59% 41% 45% 55% 78% 22%
Quantitative analysis 65% 35% 42% 58% 70% 30%
Event analysis 85% 15% 91% 9% 100% -
External advisors 100% - 36% 64% 96% 4%
Risk profile usage 79% 21% 73% 27% 88% 12%
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Risk budgets

Risk management budget: past 12 months
94% of organisations are spending as much or more on risk

Q38: over the past 12 M Increased significantly

months, have risk G : Increased slightly
management budgets
and resources in your - - ® No change

organisation generally
increased or decreased?

= Decreased slightly

m Decreased significantly
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How well are we implementing risk management?

Organisations' risk management ratings
We are less effective at risk management than we were.

W 1 -Very poorly

2015 Q41: On ascale of 1-5
2 -Poorly :
where 1 means very
u 3 - Average - poorly and 5 means
very well, how well'do
2012 w4 -Well .- you feel your
organisation manages
w5 -Very well risk overall?
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Value of risk management

Perceived value of risk management in organisations
Our boards are getting less value from their risk management spend.

Senior management (mean 3.7)

Q3/: On ascale of
1.5 Where 1 means risk - 2015 (n=123)
management is not valued

12% 7] B T - Not valued at all

Senior management (mean 3.8) W 2 —Valued to some extent

UL 2012 (n=174)
5 means

risk. management is T
: mISSIOﬂ crltlcal k) 5 2015 (n=123) The Board / Audit Committee (mean 4.1)
to what extent do senior - 39 m 4 -Valuable
management and the
B_O_al’dAO.I_’ Audit _Cqmmlttee ; 2012 (n=174) 7 The Board / Audit Committee (mean 4.3) ® 5 - Mission critical
‘in your organisation value-
- risk management?

B 3 - Accepted as a business process

20610%
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Grant Thornton's perspective: risk management creates

Information to provoke discussion to provoke action

Level of risk discussion

If this does not happen, it is merely a record keeping exercise. So what are
we discussing?

W Specific risks are discussed in detail . =
Q34: Whenever your

All risk is considered at each meeting senior management
and/ or.board
B There is a focus on a single business discuss __”5_k1 Wt”Ch of
area or project the following would
BEST describe the
PEST or PESTLE framework discussion level of discussion?

occurs to evaluate risks through an
environmental scan or analysis

m External event analysis reports are
used to assess risks
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So why implement risk management?

The fundamental questions have not changed, as a director:

* Do you know what your key risks are and what you are
doing about them?

 Who is currently making risk decisions in the
organisation?

* Do all decision makers have a consistent view of your risk
appetite?

* Isenough effort going into mitigating critical risks?
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Front of mind risks: reputation risk is still important but IT risk

IS Increasing

Front-of-mind risks

Q25: Over the next 12 months,
which risks do you think will be front
of mind for your senior managers
and / or board? privacy k(D

Environmental risk

Reputational risk 79%
Cyber risk (IT)

Regulatory risk (IT)

Global economic risk

Global political risk

HEALTH & SAFETY / food safety / public
saftey

Other mentions were 10% or less
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IT security increased focus

Change in focus on IT security past 12 months

_ 3y : W Significant
Q19: Compared to 12 increase in focus
months.ago, how much
has your organisation : Slight increase in
increased or decreased. its focus
 “focus on IT (information

technology) security given ' ® No change

the increased riskto data

Security and the potential
to organisational
reputation?

m Slight decrease in focus

m Significant
decrease in focus
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Security events in New Zealand

National Cyber Security Centre (NCSC) saw a 30% increase in reported incidents
in 2013. Although data is not out, would expect substantial increases in 2014 and
2015.

DATA BREACHES GROWING EXPONENTIALLY*

number of records compromised

million

552 average cost d ™\
2013 million $100’000 every : ._‘_.-"'

an increase of 81% from 2013
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Security events in New Zealand

0 e Ransomware
| o Spearfishing attacks
o » Malware

o e | » Hacktivist

2968
Aug 24 2015, 23:40
Aug 25 2015, 00:05
Duration 25 minutes
1900
80 +
TCP Connection =
Protocol

Data shown represents the top ~2% of reported attacks
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Changing supplier relationships are changing the risk

profile

Growing in importance

Q27: Which of the
risks you just
mentioned do you
expect to be of .

growing importance in
the next 12 months?

Reputational or ethical risk

Legal or regulatory risks

Supplier non-achievement of agreed KPIs

The company’s dependency on a supplier
Policy compliance risk

Continuity of supply

Supplier quality risks

Supply chain disruptions or delays

Price volatility due to reasons other than commodity...
Procurement process risks

Price volatility due to commodity prices

Price volatility due to currency exchange rates
Loss of IP

QOutsourcing

Energy price risks

Other mentions were 10% or less
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Contact

Murray Chandler Ken Gibb

Partner and National Service Line Associate Director, Operational
Leader, Operational Advisory Advisory

T +64 (0)4 495 1536 T +64 (0)9 308 2570

M +64 (0)274 899 352 M +64 (0)21 583 303

E murray.chandler@nz.gt.com E ken.gibb@nz.gt.com
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