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Current state

There is compliance management, risk
management, and event management
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There is compliance management, risk
management, and event management

RiskRisk
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Enterprise Risk Intelligence (ERI)

Integrates the key areas of risk, compliance and
event management across an organisation /
enterprise allowing analysis and collaboration to
generate intelligence
Enterprise - entire organisation (operation and
strategic)
Risk and Intelligence - best defined together

Integrates the key areas of risk, compliance and
event management across an organisation /
enterprise allowing analysis and collaboration to
generate intelligence
Enterprise - entire organisation (operation and
strategic)
Risk and Intelligence - best defined together



ERI… a quality circle

Risk
management

Compliance
management

Event
management



ERI… a quality circle

Risk
management

Compliance
management

Event
management



Interlinking of functions- ERI
True enterprise
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ERI - evolution

EVOLUTION?
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Shareholders demand a
risk/return framework

Decision making across
firm is linked to building
economic valueGRC lives here

ERI lives here

Mercer Oliver Wyman analysis (modified)
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Risk management
equals buying
insurance

Regulators are
demanding risk
management
activities

We need a sustainable process
to monitor all risks

Risks need to be quantified
comprehensively

We need to know the economic
impact of our largest risks

Shareholders demand a
risk/return framework



Current State – Challenges

Organisations collect disparate information on
risk, event and compliance from different
sources in different formats at different levels of
sophistication and accuracy
3 separate pieces of information
Information must be collated to create
something meaningful
Reported to different levels of the organisation
and different sections

Organisations collect disparate information on
risk, event and compliance from different
sources in different formats at different levels of
sophistication and accuracy
3 separate pieces of information
Information must be collated to create
something meaningful
Reported to different levels of the organisation
and different sections



Event DataEvent Data

ERI
With the right information:
Accurately understand the
factual condition, take
prioritised action to reduce the
adverse impacts and increase
the potential for success.

ERI



Current State – Market Challenges

Following the latest global economic crisis,
organisations are still operating in volatile, highly
changeable risk and compliance environments
In a Deloitte and Forbes 2012 survey of 192
executives, 91% planned to reorganise and
reprioritise their approaches to risk management
How will organisations handle increased volatility?
Respondents indicated that a centralised approach
will likely continue - ERI

Following the latest global economic crisis,
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executives, 91% planned to reorganise and
reprioritise their approaches to risk management
How will organisations handle increased volatility?
Respondents indicated that a centralised approach
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Driving forces behind the adoption of
ERI
External Factors

Broader scope of risks arising from:
Globalisation
Industry consolidation and deregulation
Increased regulatory attention to corporate governance
Competition – more offensive and strategic approach to risk management
Technology etc.

New technologies/systems to manage risk, event and compliance to
facilitate ERI

Internal Factors
Consequences and penalties for non-compliance to regulation
Board and stakeholder requirements for information (corporate boards
under regulatory pressure to address risk management)
Link to shareholder value and achievement of organisation’s goals.

External Factors
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ERI-Global Evolution
Country risk management – different economic, political
or environmental conditions that may adversely affect an
organisation’s exposure in that country
These conditions also restrict the ability of organisation’s
ability to implement ERI particularly in low income
countries:

Increased volatility
Commodity price risk
Global financial markets volatility
Political turmoil
Overall cost
Access to resources (and skilled resources).

Country risk management – different economic, political
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organisation’s exposure in that country
These conditions also restrict the ability of organisation’s
ability to implement ERI particularly in low income
countries:

Increased volatility
Commodity price risk
Global financial markets volatility
Political turmoil
Overall cost
Access to resources (and skilled resources).



What are the cultural variations and
success of the evolution of ERI in
different global regions?

USA – financial and medical focus with public image
considerations high
Asia – true ERM compliance focus (ISO driven)
UK – safety evolved risk plus insurance / finance focus
Europe – soup mix (German and France leaders)
Leaders come from the Commonwealth - Canada, Australia, New
Zealand  & UK

USA – financial and medical focus with public image
considerations high
Asia – true ERM compliance focus (ISO driven)
UK – safety evolved risk plus insurance / finance focus
Europe – soup mix (German and France leaders)
Leaders come from the Commonwealth - Canada, Australia, New
Zealand  & UK



How does this ‘quality circle’ of Risk,
Events and Compliance operate in
business? (Event Management)

Events tell us about our Risk Management
processes, eg. An event is a risk that eventuated!

How effective are our controls?
Did we identify this as something that had the potential
to happen?
Are our risk assessments accurate?

Best Practice organisations analyse events and not
only put in place Corrective Actions but
Preventative (mitigating) treatments.

Events tell us about our Risk Management
processes, eg. An event is a risk that eventuated!

How effective are our controls?
Did we identify this as something that had the potential
to happen?
Are our risk assessments accurate?

Best Practice organisations analyse events and not
only put in place Corrective Actions but
Preventative (mitigating) treatments.



How does this ‘quality circle’ of Risk,
Events and Compliance operate in
business? (Event Management)

They tell us about our Compliance Management, eg. An
event is also a lack of; or break, in compliance to law,
policy, procedure, licensing, standards, etc.

Were controls that should have been implemented actually
in place?
Were there non-conformances or non-compliances?
Did we implement our policies and procedures?

Events also identify and measure breaches in relevant
compliance obligations that contributed to the event.
This helps organisations prioritise compliance
obligations.
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Did we implement our policies and procedures?

Events also identify and measure breaches in relevant
compliance obligations that contributed to the event.
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How does this ‘quality circle’ of Risk,
Events and Compliance operate in
business? (Event Management)

Learning from Events is also about understanding
why the event happened and linking it back to Risk
and Compliance management
Event causation and Risk mapping

The link is vital in becoming a Learning Organisation
(prevention not reaction).

Event causation and Compliance mapping
The link is vital in becoming a Learning Organisation
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Learning from events
Causation analysis links risk and
compliance frameworks ….what
obligations where non compliant
that contributed to this event
and what risks are associated?



Mapping Causation to Risk



Learning from events – the physical
relationship



Escalating events on the basis of risk (potential
outcome) not just severity (actual outcome)



Learning from events – the functional
relationship

Public image

Competitors

Succession planning

Top Risks

Events with
Highest Risk

Injury

Environmental

Gearing ratios

Significant
compliance
breeches



How does this ‘quality circle’ of Risk,
Events, and Compliance operate in
business? (Compliance Management)

Compliance is a critical element of the Risk
Management and Event Management process:

Through the management of control frameworks
Through identifying a lack of or a break in
compliance obligations (control frameworks)
By ensuring the delivery of critical actions (eg.
disaster recovery, business continuity, corrective
actions, etc.)

Compliance is a critical element of the Risk
Management and Event Management process:

Through the management of control frameworks
Through identifying a lack of or a break in
compliance obligations (control frameworks)
By ensuring the delivery of critical actions (eg.
disaster recovery, business continuity, corrective
actions, etc.)



Using Compliance methodologies in
Risk Management by auditing control
frameworks

A negative response is automatically a risk…



What are we seeing in ‘best practice’
organisations?

A bank
Risk identified (using a Basel 2
checklist) to regional business
line (operational)
The top risk (highest) meets
the criteria (either individually
or collectively) with the same
risk
Identifies across multiple
regional business lines and is
included in the strategic risk
register while the other risks
are not

A bank
Risk identified (using a Basel 2
checklist) to regional business
line (operational)
The top risk (highest) meets
the criteria (either individually
or collectively) with the same
risk
Identifies across multiple
regional business lines and is
included in the strategic risk
register while the other risks
are not



Strategic risk is driven from business
operations



Operation risk is managed at the
business ‘coal face’



Disparate risk methodologies cascade
into a strategic risk register
Health and Safety Environment Major projects

Finance Security



Disparate risk methodologies
cascade into strategic risk register

Different risk models
with different
consequence values
allows operational risks
to cascade UP the
organisation to form a
LIVE enterprise risk
register which is
capturing the current
top risks of the business.

Different risk models
with different
consequence values
allows operational risks
to cascade UP the
organisation to form a
LIVE enterprise risk
register which is
capturing the current
top risks of the business.
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Process to best practice ERI

Enterprise
Risk
Intelligence
Evolution

Top Risks – manage
significant risks,
I, A, C, M = ISO 31000

Integration of all risk
categories –
permeation of the
compliance process
across all obligations
(internal/external)

ERI
full collaboration and
analysis of event, risk
and compliance
management
processes

Reaction Prevention
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TIME

1

Notify of
events

Investigate
events

Corrective actions to
prevent further  events
from occurring

Compliance process to audit/test
control frameworks/corrective actions

Introduction of risk – risks identified
from investigations and auditing of
control framework

Top Risks – manage
significant risks,
I, A, C, M = ISO 31000



What about the separation of powers and
practices between different functions?

ERI involves extracting the intelligence or
information out of the disparate areas and
combining it at an enterprise level
Where there is a real need for segregation, eg.
the compliance team are audited by the audit
team (organisationally separated), this can still
exist through well designed security modeling of
groups and roles.

ERI involves extracting the intelligence or
information out of the disparate areas and
combining it at an enterprise level
Where there is a real need for segregation, eg.
the compliance team are audited by the audit
team (organisationally separated), this can still
exist through well designed security modeling of
groups and roles.



Are there any additional costs
associated with ERI?

ERI actually costs less than current state!
One system vs. multiple systems
Time saved in manually collating data
Reduces incorrect information risk (better decisions,
less cost to organisation)
Flexibility in allowing multiple concurrent different
work  flows and terminologies meaning change
management and training costs reductions.

$ $ $ $
ERI actually costs less than current state!

One system vs. multiple systems
Time saved in manually collating data
Reduces incorrect information risk (better decisions,
less cost to organisation)
Flexibility in allowing multiple concurrent different
work  flows and terminologies meaning change
management and training costs reductions.



ERI advantages – What are the Strategic
benefits?

More effective  advance strategic and
operational planning – one source of truth!
A structured, more formal approach to decision
making
Greater confidence in decision making and
achieving operational and strategic objectives
(reduced information risk)
Improved competitive standing.

More effective  advance strategic and
operational planning – one source of truth!
A structured, more formal approach to decision
making
Greater confidence in decision making and
achieving operational and strategic objectives
(reduced information risk)
Improved competitive standing.



Summary
ERI integrates the key areas of risk, compliance and
event management across an organisation/enterprise
to unlock the following capabilities:

The ability to measure the organisation’s risk
management process through the analysis of events
The ability to identify breaches in compliance as a
risk
Prioritise breaches and corrective actions through
the risk assessment of compliance obligations
Escalate events on the basis of risk

ERI integrates the key areas of risk, compliance and
event management across an organisation/enterprise
to unlock the following capabilities:

The ability to measure the organisation’s risk
management process through the analysis of events
The ability to identify breaches in compliance as a
risk
Prioritise breaches and corrective actions through
the risk assessment of compliance obligations
Escalate events on the basis of risk



Summary

ERI is a process and a journey and can not be
achieved overnight
Organisations also face challenges such as:

Resistance to change
Traditional (restrictive) views of risk management
ERI is still an evolving process.

ERI is a process and a journey and can not be
achieved overnight
Organisations also face challenges such as:

Resistance to change
Traditional (restrictive) views of risk management
ERI is still an evolving process.
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