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@HilsWalton’s Cyber Security Master Class

 Exploring the developing trends in cyber and ransomware attacks (a.k.a understanding 
cyber security and why it’s a big deal)

 What role should risk professionals play in the managing cyber risk? (a.k.a ever noticed it 
how difficult it can be to get assurance on an enterprise cyber security programme)

 Understanding information management risk - delivering effective information governance 
(a.k.a you can’t have security without thinking about information/data)

 What risk lessons can be learned from major recent breaches (a.k.a best to learn from 
others than suffer them yourself)

 Digital and cyber resiliency – preparing for the loss of digital systems and cyber attacks 
(a.k.a an unpracticed plan ain’t a plan)
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Understanding cyber security made easy





https://www.aon.com/2021-global-risk-management-survey/index.html



Australia, 
May 2022



The role of company directors
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1. Directors need to understand and approach cybersecurity as an enterprise-wide 
risk management issue, not just an IT issue.

2. Directors should understand the legal implications of cyber risks as they relate 
to their company’s specific circumstances.

3. Boards should have adequate access to cybersecurity expertise, and discussions 
about cyber-risk management should be given regular and adequate time on 
board meeting agendas.

4. Directors should set the expectation that management will establish an 
enterprise-wide cyber-risk management framework with adequate staffing and 
budget.
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• What role should risk professionals play in managing 
cyber risk?

• What are some of the challenges in doing so?

• What are some solutions? 

Discuss in your tables for 5 mins:
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Are we doing well? Or are we just lucky?



Key Move #1: Get the 
business clear on the 
highest level of security 
Policy.

Enshrine in policy:
- security objective
- security principles
- roles and responsibilities



Security is everyone’s responsibility, but it helps to be super clear on what that means

Roles Responsibilities

All staff and contractors

Managers and Leaders

HR Team (Personnel security implementation)

Property Management (Physical security implementation)

Project Managers and other People who manage projects

Legal

Information Asset Owners

Information Technology Security Managers

Executive 

Board

Risk team



Key Move #2: 

Security 

Governance 

Arrangements



Identify your key assets –
people, information, 
technology, facilities
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Failure to 
recover lost or 
corrupted data

Significant 
security 
incident, 

caused by . . . .

Accidental 
release of 
sensitive 

information

Unpatched 
system(s)

Poor physical 
security

Lack of Security 
by Design

Unfavourable 
customer audit

Supply chain 
risk

Successful 
Phishing

Insider threat 
of existing or 

departing staff

Critical Security Risks – if we don’t manage these risks, we have a problem

Security Culture

• What risks 
are we 
missing? 

• Anything else 
keeping you 
up at night?

Poor customer 
security 

practices 
related to the 

services or 
products we 

supply
Connected 

hard to 
manage 

devices risk 
(IoT)

Lack of Shadow 
IT management

Information 
leakage

Mobile device 
management

Failure to meet 
our regulatory 
requirements

Don’t recover 
well and quick 
enough, BCP



PROJECT TITLE

Aura Top Ten:
Critical Controls & Mitigation Strategies

Key Move #5: Measure 

Security Performance



PROJECT TITLE

Aura Top Ten: Critical Controls & Mitigation Strategies



Security Strategy

• Co-developed with the 
business

• 3 year strategy
• Detailed roadmap for FY
• 1 pager PowerPoint for 

communication and business 
plan

Key Move #6: Develop 

your security strategy
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Lesson’s learned from cyber attacks





Lessons learnt from cyber attacks

• The number one thing to worry about is your people.

• Plans drafted, but not put into place, are really bad. 

• A checklist in place before the crisis hits, that you routinely practice the 
response plan, really good.

• Your company should pick a cyber security framework (e.g. Aura Top 10 
Critical Controls, NIST Cyber Security Framework), and follow up with a 
maturity and effectiveness assessment, which drives a roadmap and 
investment. 

• Don’t wait for the crisis to hit to start looking for outside help – legal, 
public relations, business continuity, ahead of time and sign them up.

• Key is engagement. You have to learn enough to ask smart questions 
and make sure that you are getting the complete and clear information 
you need to effectively oversee cyber security risk.

• Practice – learn – improve, practice – learn – improve, repeat



“Only one third of organisations 
surveyed by the NCSC possessed and 

tested an incident response plan in the 
previous year. 

Only 41% of organisations were either 
‘mildly confident’ or ‘not confident’ in 

their ability to detect a cyber intrusion.”
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HILARY WALTON 

Email: hilary.Walton@Kordia.co.nz

LinkedIn: linkedin.com/in/HilsWalton/

Twitter @HilsWalton

Instagram @HilsWalton

Facebook facebook.com/HilsWalton

TikTok @HilsWalton

YouTube: Digital Culture Ideas with Hilary Walton

Podcast: Digital Culture Ideas with Hilary Walton

How to connect



Q & A
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