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As a group of risk professionals, everyone in this room is likely well across the concept of Enterprise Risk Management.

It seems that regulators across the developed world have all signed up to the promise of ERM.  Almost every major business disaster, be it strategic, commercial, operational, or indeed the Global Financial Crisis, seems to have been linked back to a “failure in risk management”.

The implied flip side is that if we do risk management “well”, we will not only avoid such disasters, but organisations will thrive whilst building sustainable value.  If we can focus on safety risk management and reduce workplace deaths and injuries by around 70% in the US from the 1970s to now, why not do the same for broader risks faced by organisations?

In most jurisdictions, regulators are pushing boards and govt entities to adopt the principles of enterprise risk management.  

And Boards in both the public and private sector are getting the message and insisting that risk management be implemented in their organisations.

So with this level of support, and with the clear potential for ERM to drive value creation in an organisation, why is it so hard to implement ERM effectively?  

Today I would like to share some of my experience with Enterprise Risk Management, some of the challenges and pitfalls I have come across, and hopefully some practical tips on how to improve the effectiveness of risk management in your organisation.
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But before I go any further, I do think it is worth while to pause and consider “What is ERM”…..because even in a room of risk professionals, the answer to this question can differ.

When I talk about ERM, I am referring to an end to end, holistic approach to understanding and proactively managing the risks that an organisation faces in achieving its objectives.  You may also hear the term Integrated Risk Management, which essentially means the same thing.

Before ERM came along in the 90s and noughties, risk management was largely done in silos of expertise.

For example the finance function would be responsible for insuring against certain risk events – fire, sinking of a ship, injury – and entering into financial transactions to hedge other risks (eg currency or interest rate fluctuations), 

Similarly, the Workplace Health and Safety professionals were responsible for meticulously documenting hazards, developing mitigations and conducting inspections – achieving significant reductions in the level of workplace safety incidents through a disciplined and proactive approach

Other silos might include the Quality Department, driving for consistent manufacturing processes to reduce the risk of product variation, and 

the legal department…frustrating the commercial team by insisting on contractual terms to help manage liabilities within certain limits.

Pre-ERM, these silos of expertise would not really talk to one another, and while Boards and Senior Managers appreciated the expertise, they often paid little attention or received limited information from these functional areas, unless something went wrong.

And, probably more importantly, in a siloed risk management approach, no-one was really considering risks in terms of the strategic objectives of the organisation, and there was very little explicit thought given to “appetite” for risks…..that is, what risks was the organisation willing to take to achieve these strategic objectives.

When an organisation moves to an Enterprise Risk Management approach, the silos of expertise are not disbanded, nor is their importance diminished.  Rather, ERM should operate across the silos while also bringing in  every part of the organisation to get an “enterprise” view of risk that looks across the full spectrum of the organisation and its strategy.

The ”silo” or  “bottom-up” view of functional risk is still highly relevant – but now those risks are considered in the context of the overall organisation.  

Let’s take IT risk as an example.  In a siloed approach, the IT department might consider the consequence of an operational system being “down” for one hour as relatively low – but when this risk is considered at an organisational level, the operations team may identify that the knock on effects of a one hour outage for one particular operational system has the potential to ground an airline – significantly elevating the level of risk, leading to a very different level of investment in mitigations.

 I have also talked about the promise of ERM to create value – but what do I mean?

In my view, ERM has the potential to create value as it allows organisation to consciously take risk, applying discipline and focus to manage risks within the business strategy and improve the likelihood of success.  ERM should drive a forward looking organisation that can balance short term imperatives and longer term objectives.

By defining the risk appetite, ERM sets the boundaries within which the business leaders can operate – if done well, this speeds up decision making, creating a more agile and responsive organisation.

And by taking a holistic and integrated approach to risk management, ERM should help organisations understand where they need to invest more to manage their risks and support success, and where they can afford to invest less.  And they should have fewer surprises from poorly executed operations, as everyone understands what controls are critical and what behaviours are acceptable, protecting the very reputation of the organisation.
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So back to my previous question, why is ERM so hard?  Why can’t we simply flick a switch, turn ERM on, and live happily ever after in a world of responsible, sustainable organisations creating value for shareholders, communities and the world at large?

Of course, I can only answer this question from my own perspective, and I would be very interested to hear from you today as to your own experiences in this space.

I think that to start to answer the question of why is it so hard, we need to firstly consider the key elements required for ERM to be effective.

I focus on four elements that I think are critical for success:

Leadership
Culture
Process, and
Integration

If any of these elements are missing, ERM, in my view, cannot be successful.

But each of these keys to success come with their own challenges


Leadership
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Let’s look at leadership.

The Board needs to explicitly demand that management take a proactive, disciplined and transparent approach to the management of risk, and make someone such as a Chief Risk Officer, accountable for making this happen.

This includes setting out what risk means to the organisation and what level of risk the business is willing to take to achieve its strategic objectives - the risk  appetite.  It also means that the Board and senior executive are engaged in those “rich conversations” on the risks that matter – and not just focused on process and “ticking the box”.

Beyond just making a statement of Risk Appetite, the Board and Senior Leaders will establish measures, processes and reporting to understand whether the organisation is operating within the risk appetite.

And ultimately the Board will include Risk Management in the Remuneration Framework, explicitly holding management accountable for operating within Risk Appetite and taking a proactive and transparent approach to managing risk.

However, some Boards and their Directors and other senior leaders in an organisation may have very varying degrees of exposure to Enterprise Risk Management.  They may see risk management from a very narrow perspective of financial or health and safety risk management, possibly reflecting their experience of risk management during careers that span 30 or 40 years.  

Depending on that experience, some directors may not see risk management as particularly relevant to one of their other key functions as a board – setting and monitoring strategic direction.
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My tips for engaging with the Board and Senior Leadership on risk management are:

Number 1.  Never assume that the Board fully gets ERM – even if they are clamouring for it!!  Sometimes their desire for ERM is driven by regulatory requirements more than a genuine understanding of what ERM can deliver to the organisation.  Even if you are preaching to the converted, it is worth setting out your vision for what you want to achieve and how you will measure success.  

Number 2.  Have a strong focus on strategic risks – both the risks that the strategy may need to address (external risks) and the risks that may impede successful implementation and how they can be best managed.  This helps both the board and senior management understand that risk management is not simply about compliance.  It is about shaping the decisions affecting the future of the organisation.  Prioritising strategic risk sends a powerful message regarding the relevance of risk management.

Number 3.  Work with the Board and senior management to articulate a risk appetite that is closely linked to the strategy.  This includes understanding the risks implicit in the business model and understanding critical success factors.

Number 4.  Make sure you get the balance right between the process and the substance.  Board’s and their committees should be very interested in the risk management framework, including the policies and procedures that bring risk management to life in the organisation.  But, let’s face it, the infrastructure of risk management can be pretty dull.  It can be tempting to keep the board focused on the framework – because while they are looking at the framework, they are not annoying you about the real risks.  But we all know, you can have a brilliantly written policy, and all the other infrastructure polished and in place, but not achieve effective risk management at all.

Number 5.  Risk reporting needs to be engaging.  You may be very proud of a 40 page report that provides lots of graphs, and laborious commentary.  But the ability of your board to digest this, amongst all the other papers they receive (and let’s face it, sometimes they are required to read a thousand pages to prepare for board and committee meetings), may be very limited.

Reporting to the Board and Executive needs to stimulate “rich conversations” on the risks that matter.  Focus on what those conversations should be.
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The next key element of successful Enterprise Risk Management in my view is Culture.

Effective ERM cannot be achieved if there is a culture of hiding issues, downplaying concerns, or not encouraging debate and discussion around key decisions.  ERM should balance the varying and often conflicting demands of various stakeholders – but if there is a culture actively discouraging bad news and contra views from being aired, it is more than likely that risks will not be managed in an integrated and holistic way. 

ERM works most successfully in a culture where:

Transparency is valued. 
Accountability is expected
Collaboration and co-operation is the norm

This sort of culture does not just happen.  It takes mature leadership as these cultural attributes are hard to live up to.  

How many times have you as an auditor or risk professional argued about a risk rating with a colleague in the business.  While in your very being you can see that a particular matter may represent a high risk, your colleague will argue, sometimes very aggressively, that you are completely deluded and that this, at best is a low risk, and should not even be considered for reporting.  At the very same time, you colleague may be agreeing to take quite serious actions to manage the “low” risk – but they desperately want to avoid transparency, possibly due to a fear of blame or recrimination, or maybe they don’t want to be held publicly accountable for implementing the corrective actions.  

And let’s think a bit more about accountability.  I am sure you can all think of people that you have worked with – and some may be very senior – that have nicknames like Mr Teflon – nothing ever sticks to him (or her).  People who seem to be masters of avoiding accountability whenever anything goes wrong, but somehow taking the credit when things go right.  These people are often very talented at pointing out the problems in other areas of a business, while seeming to avoid ever having a real conversation on what is happening within their own area of control.  Typically these people also avoid transparency – performance objectives and metrics are fluffy, problems are hidden, and often it is only when that person leaves an organisation that the true extent of some of the unmanaged issues come to light.

An effective ERM supports a culture of accountability
Risks are assigned to accountable managers
Actions are developed, documented and assigned to owners and tracked through to completion
Key controls are assigned to owners who understand the importance of the controls and monitor that they continue to operate and achieve desired outcomes

Collaboration is another critical cultural trait for ERM to be genuinely successful.  For example, in establishing ERM, there needs to be strong collaboration across silos of expertise to agree a common overarching framework.  The Chief Risk Officer will need to collaborate closely with the Head of Strategy to effectively call out strategic risks and how they can be proactively managed.  More importantly however, collaboration is required to identify and respond to risks holistically – and to make good risk based decisions.

But collaboration can be hard.  For some it means stepping out of their comfort zone, where they have full control, in order to seek the views of others.  Some will see this as taking up too much time, paralysis by analysis – and these can be very legitimate concerns.  Others may use collaboration as an excuse to not ever take accountability for making a decision – also not the outcome you are looking for.

However, when things go wrong and you look back at how your organisation ended up in a particular pickle, very often it seems that people made decisions in silos without considering broader implications or seeking counsel from relevant experts.  

One of the key outcomes from effective risk management is good decision making.  While no-one likes decisions to drag on, there needs to be effective processes to make sure that the right information and expertise is available to make an informed decision.  For an important decision, the risks should be explicitly considered.  A collaborative culture supports this approach.  Where collaboration is genuinely embraced, decisions are not usually slowed down, as all parties to the process understand the importance of their input and don’t put up barriers.


Achieving the culture you want
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But how do  you achieve a culture that supports effective risk management.

Firstly, I think you have to define the culture you want to achieve – and get senior leadership buy in (including the Board).  This includes identifying what actions and behaviours are culturally aligned, and what actions are not.

You may need to coach the leadership team.  For example, I have talked to senior managers on how they may want to react to a particular risk that a business area was raising for the first time, noting that a supportive response that encouraged good dialogue and a move to action would drive better behaviours around transparency.

Also, collaborate with your HR department – as they often drive the programs around culture!  With HR, you can make sure that the “cultural infrastructure” of the organisation aligns to the culture that you are seeking around risk management.  If there is a culture or values program, you may be able to specifically call out accountability, collaboration and transparency – or you may be able to map these behaviours to the articulated values of the organisation.

Seek great examples where positive risk culture has been seen in action and make sure these moments are celebrated.  Similarly, you may need to call out where behaviours are not aligned.

Education and communication is critical – both structured and unstructured.  Talk about the culture that you want at all levels of the organisation.

Achieving cultural change is challenging – if you believe there is a large gap between the culture you need and the culture you have in your organisation (or even a part of your organisation), you cannot ignore it and you will need help to work through a longer term journey to move the culture.  But calling out culture is a critical first step.
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Now moving onto process, or perhaps we could think of it as the infrastructure and hardware that support risk management.  

It is important to have defined, consistent and transparent processes for identifying risks, with criteria established to allow risks to be “measured” consistently.

There also needs to be defined escalation paths so that leading risks are understood by senior management and the Board, and everyone understands their responsibilities to proactively manage risks and operate within risk appetite.  This support a culture of transparency and accountability.

To be most effective, ERM needs to support management in monitoring those most critical controls that have been put in place to manage risks – while not bogging everyone down in excessive rounds of control attestation.  This includes providing early warning signs if controls are not operating effectively through reporting of leading Key Risk indicators, or linking audit findings, incidents and other data (eg customer complaints) to risks and controls.

Implementing an automated risk management solution can help achieve many of these outcomes.  But regardless of whether you have a software solution, or are still plugging away with a multitude of excel spreadsheets, there are a number of pitfalls in the area of process!!!

Firstly, we can end up spending far to much of our time and attention on developing and implementing a process, without making sure that it is driving the right risk conversations and culture.  It is a journey, it will take time, and you can’t wait until everything is perfect before you start driving those crucial risk conversations.

Another common pitfall is adding in too much complexity.  While risk professionals in their silos of expertise may have quite specific and complex needs, for the general user in the business, if you require onerous levels of input from them you will soon find that the system is ignored or becomes the butt of bitter commentary on the amount of time that is wasted.  Not many CEOs come from a strong corporate or risk governance background – usually their experience is more operational or commercial, and they will have a lot of sympathy for the people that are trying to run the business and generate profits if they are complaining about an overly burdensome risk management system.

If the main engagement that your senior management team have with the risk management process is to fill out attestations on the operation of obscure controls, they will not see risk management as a value add activity – but rather, just another compliance burden.

Working with the various areas of risk management expertise (safety, quality, legal, procurement etc) can be another challenge when establishing your ERM infrastructure.   These areas have often been established many years before the ERM function, and have established their own risk language, infrastructure and reporting.  Like every other part of the business, you must spend time with these areas of expertise – they have enormous insight on the business and its culture.  You must also educate the silos of expertise on the role of ERM, and how their area can interact with ERM.   Before you dictate changes to years of process and practice, you need to understand what it is achieving, what is critical, what can happily continue, and what really needs to change.  

This journey may take some time – pragmatically, I like to think that if there is a whole safety department focused on safety risk management, and if they are achieving good results in this space, you don’t want to play around with it too much!  In fact, you should be looking to leverage strong areas of expertise, particularly if they are well respected in the organisation, to promote ERM.

You can also work with such areas of expertise to achieve a common good.  The WHS expert may be frustrated that the business is not responding appropriately to a hazard in the workplace.  Take the opportunity to support them in articulating and escalating the risk so that they can succeed.  

Implementing a process without supporting communications and education is another area where things can fall apart.  You don’t want to over-burden the business with another corporate training requirement – but you do need to provide the right level of education to the right people in your organisation.  This may be a simple motivational presentation, or a one hour training pack, or a detailed training course, depending on the person and how they will interact with the risk management process.  Spend time thinking about how to educate and train - if you don’t you may have a process that no-one uses, and if you over do it, you can turn everyone off before they even get started!
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The fourth key element of successful risk management is the ability to embed risk management into every decision, every action, every process.

If “risk management” is something that the business only engages in once a year or even once a quarter to update risk reports and registers, than you have not yet truly achieved the promise of enterprise risk management.  If your key managers run their business and only consider risk when a risk professional calls by and forces them to update a set of risks, it is unlikely that they are explicitly and proactively considering and managing risks in everything that they do.

But when we think about how many decisions, processes, and actions that take place in the average organisation, I guess it becomes pretty obvious as to why genuinely integrating risk management can be quite a challenge.  

However,  we don’t need to boil the ocean.

Firstly, think about those most crucial decision making processes.  This varies by organisation, but it might be acquiring new businesses, investing in significant infrastructure or an IT system, or implementing a new product.  It certainly includes setting the strategy of the organisation.

Look at how risks are considered in these processes.  Do decision makers explicitly consider the risks?  Are risks called out in any relevant Board papers?  Are actions to manage the risks identified and agreed up-front, is accountability allocated and is completion tracked?  If not, this would be a great place to start embedding risk management into the process.

Also, consider the operating rhythm of the organisation.  What sort of reporting does the senior leadership team receive?  Could risk management be better incorporated into existing reporting, or should there be a separate risk report that is tabled for discussion periodically?

Within each key area of the business, how are risks considered and discussed by the leadership team?  What sort of reporting would assist the team in explicitly considering risk?

Getting risk onto the agenda for the business is a crucial starting point.  I have used simple risk reports to achieve this.  Working with a business leader and their team, we would pull together a report of the key strategic and operational risks for discussion at the leadership team meeting.  The reports don’t need to be too complex and lengthy – simple is best, as they are really only a trigger for a discussion.

Despite some resistance, in almost every case the discussion ended up being one of the most interesting items of the team agenda – and the business leaders, almost without exception, requested that similar discussions happen on a monthly, or at least quarterly, basis.  Possibly more importantly, in almost every case, the risk discussion led to questions being asked on how some matters were being managed, and there was a collaborative leadership discussion on what further action could be considered.

A quick warning however – in some cases, business leaders or teams can get very caught up in how the risk is described and reported.  It is very important to have a good understanding of risk and its context, but you can get very caught up in “admiring the risk”.  If the conversation does not turn to “managing the risk” you will not achieve positive change - always guard against simply “admiring the risk”.

Working with the internal audit function can also be very useful in supporting the integration of risk management in the business.  If your organisation has an internal audit function, it is important to build a strong relationship with the function and make sure that you are operating from a common risk management philosophy.  If you have a progressive internal audit function, they will be able to assist in educating the business on what risk management really means for them in their own business processes.  Internal Audit can also be invaluable in providing perspective on the culture of various parts of your business.
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So, in summary, if ERM is done well, it allows organisations to more confidently manage through the complexity and challenges that face the modern organisation.

But it is not easy to achieve this promise.  Even with strong support from the leadership of the business, translating ERM into how the organisation functions takes significant effort.  Leadership, culture and processes must all be aligned to achieve integration of Enterprise Risk Management into how things are done around here.

My top tips are:
Work hard on leadership and culture and make sure you communicate the change that you need to achieve effective risk management
Focus on strategic risks – they are critical to the future of your organisation, and also engage the leadership and Board in risk conversations that really matter
Keep things simple – don’t over-engineer and don’t simply admire the risk
Prioritise integrating risk management into those key decision points for your organisation
And look to bring risk into the operating rhythm of your organisation – get it on the agenda!

We are probably all sick of hearing about that never ending journey – but achieving effective Enterprise Risk Management is definitely a journey!  You can’t achieve it all at once, but focusing on a few key things can make a big difference.
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