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Compliance Risk Management & Training

This presentation will focus on the five elements of
effective compliance management:

 Leadership.

* Risk Assessment.

 Standards and Controls.

 Training and Communications.

 Oversight.

Along with a review of ISO 37301 Compliance Risk
Management Systems Standard and discussion on
other frameworks such as the United States DO
Guidance on the Evaluation of Corporate
Compliance Programs.



Why Comply?
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«  Building organisational resilience.

«  Surviving in challenging times and environments.
-  Developing our organisations role in wider society
«  Building trust and displaying integrity.

«  Creating an inclusive and respectful culture.

All factors which go to building an enduring organisation.

'Good to Great is about turning good results into great results; Built fo
Last is about turning great results into an enduring great company.’

BUILT TO LAST

SUCCESSFUL HABITS OF VISIONARY COMPANIES




Stakeholders G{C

Our Credo
Exa m p I eS Of exte rna | i nte re StEd pa rti eS i n Cl u d e: We believe our first responsibility is to the patients, doctors and nurses, to

mothers and fathers and all others who use our products and services. In meeting

° gove rn m e nts a n d gove rn m e nt age n Ci eS; their needs everything we do must be of high quality. We must conatantly strive to

provide value, reduce our costs and maintain reasonable prices. Customers'

° reg u | ato ry b O d i es; orders must be serviced promptly and accurately. Our business partners must

have an cpportunity to make a fair profit.

.
® C U Sto m e rS, We are responaible to our employees who work with us throughout the world. We

must provide an inclusive work environment where each person must be
. tractors,
CO n ra C O rS, considered as an individual. We must respect their diversity and dignity and

. recognize their merit. They must have a sense of security, fulfilment and purpose
° | ° : . ! : i -
S U p p I e rS, in their jobs. Compensation must be fair and adequate and working conditions

clean, orderly and safe. We must support the health and well-being of our

° th i rd - pa rty i nte rm e d i a ri es; employees and help them fulfill their family and other personal responsibilities.

Employees must feel free to make suggestions and complaints. There must be

® OWﬂ e rS, S h a re h O I d e rS a n d i nve Sto rS; equal opportunity for employment, development and advancement for those
. . qualified. We must provide highly capable leaders and their actions must be just
* non-governmental organisations; R—
° Soci ety a n d CO m m u n ity gro u pS; We are responaible to the communities in which we live and work and to the world

e business associates.

community as well. We must help people be healthier by supporting better access
and care in more places around the world. We must be good citizens — support
good works and charities, better health and education, and bear our fair share of
tanes. We must maintain in good order the property we are privileged to use,

protecting the environment and natural resources.

Qur final responsibility is to our stockholders. Business must make a sound profit.

1 943 c red (0] by R.W. Jo h nson J nr We must experiment with new ideas. Ressarch must be carried on, innovative

programs developed, investments made for the future and mistakes paid for. Mew

https ://WWW.J nJ .CO m/c red 0/ equipment must be purchased, new facilities provided and new products

launched. Reserves must be created to provide for adverse times. VWhen we

operate according to these principles, the stockholders should realize a fair return.

ohmon-fohmon



ISO 37301

Compliance is an ongoing process and the outcome
of an organisation meeting its obligations.

Compliance is made sustainable by embedding it in
the culture of the organisation and in the behaviour
and attitude of people working for it.

While maintaining its independence, it is preferable
that compliance management is integrated with the
organisation’s other management processes and its
operational requirements and procedures
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1SO 37301 QRC

One of the objectives of this standard is to assist organisations to develop and spread a positive
culture of compliance, considering that an effective and sound management of compliance-
related risks should be regarded as an opportunity to pursue and take, due to the several benefits
that it provides to the organisation such as:

improving business opportunities and sustainability;

protecting and enhancing an organisation’s reputation and credibility;

taking into account expectations of interested parties;

demonstrating an organisation’s commitment to managing its compliance risks effectively
and efficiently;

increasing the confidence of third parties in the organisation’s capacity to achieve
sustained success;

minimising the risk of a contravention occurring with the attendant costs and reputational
damage



ISO 37301 vs ISO 19600
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OBJECTIVES
INTEGRITY | CULTURE | CONFORMITY | REPUTATION | VALUE | ETHICS
Elements of a Compliance Management System
INTEGRITY | GOOD GOVERNANCE | PROP::’II'T(()::!PAI;_IBTY | TRANSPARENCY | ACCOUNTABILITY |
. . . SUSTAINABILITY
The main and the most important difference between
these two standards is that ISO 19600 provides only
. . COMMITMENT AT ALL

recommendations, as opposed to ISO 37301 which LEVELS

. . . . DETERMINING THE SCOPE
provides requirements for the implementation of a ey SOMPANRGRIOUY.
compliance management system. =

.2 ESTABLIS; %
ACT (Y- -..a~ PLAN
/S 7, U\ %\

Therefore, with the new standard, organisations can
verify and certify their compliance program meets the
standard which could offer valuable mitigation if a
breach were to occur.

At this stage there are limited number of people
approved to accredit this standard, but expect that to
grow.
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COMPETENCE AND AWARENESS
COMMUNICATION AND TRAINING
OPERATION

CONTROLS AND PROCEDURES
DOCUMENTATION

-/.

ORGANIZATION & ITS CONTEXT
LEGAL | SOCIAL | CULTURAL | DIGITALIZATION | FINANCE | STRUCTURE | ENVIRONMENT |
INTERESTED PARTIES



ISO 37301

A Certifiable Standard

Unlike its predecessor, ISO 37301 is a Type A standard. This
means regulators and independent experts can certify the
CMS of an organisation as ISO 37301 compliant.
Organisations operating in high compliance risk industries
may be required to maintain certification as a licence
condition.

Bidders for future public projects may find calls for tenders
require a certified CMS.

Other organisations may wish to obtain certification to
demonstrate their competence to clients and improve their
standing in the industry.




ISO 37301

Scale & Applicability - The Risk Based Approach

ISO 37301 is scalable to organisations of any size and
in any industry. Organisations without a Compliance
Management System (CMS) should consider the risk
reduction benefits that come with ISO 37301
certification.

Organisations already aligned with ISO 19600 should
update their CMS in accordance with ISO 37301 to
achieve best practice.




Risk Assessments QRC

The organisation shall identify, analyse and evaluate its compliance
risks based upon a compliance risk assessment.

The organisation shall identify compliance risks by relating its
compliance obligations to its activities, products, services and relevant

aspects of its operations. AML Industry
Benchmarking

The organisation shall assess compliance risks related to outsourced Report

and third-party processes. 2022

The compliance risks shall be assessed periodically and whenever ‘

there are material changes in circumstances or organisational context. ARCT,

The organisation shall retain documented information on the https://arctic-intelligence.com/community/resources/aml-

compliance risk assessment and on the actions to address its e

compliance risks.


https://arctic-intelligence.com/community/resources/aml-benchmarking-report-2022

Obligations Registers

GC

The organisation shall systematically identify its compliance
obligations resulting from its activities, products and
services, and assess their impact on its operations.

The organisation shall have processes in place to:
a) identify new and changed compliance obligations to
ensure ongoing compliance;
b) evaluate the impact of the identified changes and
implement any necessary changes in the
management of the compliance obligations.

The organisation shall maintain documented information of
its compliance obligations

https://www.lexisnexis.co.nz/en/insights-and-

analysis/blogs/whitepaper/complimentary-whitepaper-compliance-

risk-and-iso-37301-reshaping-compliance-management

COMPLIANCE RISK AND ISO 37301:
RESHAPING COMPLIANCE MANAGEMENT

LexisNexis | Reg

llatory Compliance



https://www.lexisnexis.co.nz/en/insights-and-analysis/blogs/whitepaper/complimentary-whitepaper-compliance-risk-and-iso-37301-reshaping-compliance-management

Whistleblowing G

The new standard requires organisations to
encourage whistleblowing.

Organisations must have formal systems that
enable staff and other stakeholders to report
their concerns easily, that protect reporters
from retaliation, and that ensure the
confidentiality of reports.

Checklist

Commitment From Management

Ongoing Review and Evaluation

Policy Established in Consultation
Information and Training

Clearly Stepped out Processes

Multiple Reporting Times and Means
Anonymity and Confidentiality

Skills, Experience and Qualifications of External
Party Receiving Report

0. Protection and Support Against Retaliation
10. Consequences of Misconduct Spelt Out

11. Key Roles & Responsibilities

12. Reportable Conduct Defined

O N U R WDN-=



Whistleblowing & Culture

Elizabeth Holmes was facing up to 20 years in prison for
misleading investors about the progress her once-
heralded start-up, Theranos, was making with new blood-
testing methods.

Former Theranos lab director Adam Rosendorff has
spoken of the cult like culture and insistence on loyalty
during his time there. His decision to blow the whistle
was based on the risk posed to people’s health by the
fake blood testing.

However, the case was almost derailed when Rosendorff
attempted to speak with Holmes prior to her sentencing.
He felt guilty that his actions had left her children without
a mother.

Holmes was sentenced to 11 years in jail.

THE DEFINITIVE RANKING OF THE RICHEST PEOPLE IN AMERICA

SPECIAL EDITION

THE

FRESHMAN

ELIZABETH
HOLMES
LEADS THE
CLASS OF 2014



Tailored Training

« What training have employees in relevant control
functions received?

« Has the company provided tailored training for
high-risk and control employees, including
training that addresses risks in the area where the
misconduct occurred?

- Have supervisory employees received different or
supplementary training?

- What analysis has the company undertaken to
determine who should be trained and on what
subjects?




ISO 37301 Training

GC

The Organisation shall provide relevant personnel
with training on a regular basis, from the time of
commencement of employment and at planned
intervals determined by the Organisation.

Training shall be:

a) appropriate to the roles of personnel and
the compliance risks to which personnel are
exposed;

b) assessed for effectiveness;

c) reviewed regularly.

Taking into account the compliance risks
identified, the Organisation shall ensure
procedures are implemented to address
compliance awareness and training for third
parties who act on its behalf and who can
pose a compliance risk to the Organisation.

Training records shall be retained as
documented information



Customisation at Scale

Regulators Want Training to be Relevant, Risk Based & Up to Date’

Salt’ ==

Director Induction Training (AML)
PROCESS OF MONEY LAUNDERING

Click on the + icons below to see more information

PROCESS OF MONEY LAUNDERING

Converting money or

property derived from SOURCES OF INCOME:
illegal activities to give it

the appearance of having

been obtained from a

legitimate source.

PLACEMENT ’ LAYERING
GOAL GOAL

Deposit Criminal Proceeds Into Conceal the Criminal Origin of
Financial System Proceeds

Wire Transfers between various
Change of Currency Offshore / Onshore banks

Change of nominations Withdrawals in Cash

Cash Deposits in Other Bank

Transportation of cash Accounts

Courses are developed as a
group of modules

Allocated by line of business, job

role, jurisdiction

Courses can be branded without
affecting the content

Multiple versions of a course can
be quickly and easily developed

Salt o

f bribory wil b0 explanod n this Gousso.

‘click on the magnifying glass for more information.

Ensures ease of updating

Tracks all changes across all versions


https://www.justice.gov/criminal-fraud/page/file/937501/download

ISO 37301 Communication

The Organisation shall determine the internal
and external communications relevant to the
compliance management system, including:

a) on what it will communicate;
b) when to communicate;

c) with whom to communicate;
d) how to communicate.




ISO 37301 Awareness

Persons doing work under the Organisation’s control
shall be aware of:

« the compliance policy;

« their contribution to the effectiveness of the
compliance management system, including the
benefits of improved compliance performance;

« the implications of not conforming with the
compliance management system requirements;

« the means of and procedures for raising
compliance concerns;

 the relation of the compliance policy and the
compliance obligations relevant to their role;

« the importance of supporting compliance culture.




Evaluation of Corporate Compliance Programs - US DOJ GC

Communications about Misconduct

What has senior management done to let
employees know the company'’s position
concerning misconduct?

What communications have there been generally
when an employee is terminated or otherwise
disciplined for failure to comply with the company’s
policies, procedures, and controls?




Corporate Communications

OZHARVEST Corporate communications are a vital part of
setting organisational culture and ensuring
Byl )b people feel part of the team.

PART | : HELLO, WELCOME COMALETED

HA T

It's important to get the message right and to
ensure that staff have received and
understood that message.

Reporting gives detailed analytics on who
saw what when, for how long, and which
questions they answered correctly &
incorrectly.




Evaluation of Corporate Compliance Programs - US DO] GC

Availability of Guidance

What resources have been available to employees
to provide guidance relating to compliance policies?

How has the company assessed whether its
employees know when to seek advice and whether
they would be willing to do so?

How has the organisation assessed comprehension
of policies?

How is the organisation communicating changes in
policy & regulation?




Effectiveness of Training

GC

« Has the training been offered in the form and
language appropriate for the audience?

 Is the training provided online or in person (or
both), and what is the company’s rationale for
its choice?

« Has the training addressed lessons learned
from prior compliance incidents?

* Whether online or in person, is there a
process by which employees can ask
questions arising out of the trainings?

How has the company measured the
effectiveness of the training?

Have employees been tested on what they
have learned? How has the company
address employees who fail all or a portion
of the testing?

Has the company evaluated the extent to
which the training has impacted
performance?



Deep Data Analytics

« Use time taken data to evidence ROl & review
outliers for remedial attention. Review lesson
& assessment performance

« Deep dive into lessons to understand
systemic issues & predict compliance risks

« Multi-lingual question analysis ensures
homogeneous reporting across translations

« Use data to locate systemic issues & common
errors or misunderstandings

* Promote deeper & more advanced learning




Organisational Culture & Leadership

Factors that will support the development of a
compliance culture can include:

« A clear set of published values;

- Management actively and visibly implementing
and abiding by the values;

« Consistency in the treatment of non-compliance,
regardless of position;

« Mentoring, coaching and leading by example;

« An appropriate pre-employment assessment of
potential personnel for critical functions
including due diligence;

« Aninduction or orientation programme that
emphasises compliance and the organisation’s
values;




Organisational Culture & Leadership

« Ongoing compliance training, including updates to the
training to all personnel and relevant interested parties;

« Ongoing communication on compliance issues;

- Performance appraisal systems that consider the
assessment of compliance behaviour and take into
account performance pay to achieve compliance key
performance measures and outcomes;

« Avisible recognition of achievements in compliance
management and outcomes;

« Prompt and proportionate disciplining in the case of
wilful or negligent violations of compliance obligations;

» Aclear link between the organisation’s strategy and
individual roles, emphasising compliance as essential to
achieving organisational outcomes;

« Open and appropriate communication about
compliance, internally and externally




ISO 37301

Compliance Governance

The new standard places increased emphasis on the role of
managers at all levels in ensuring compliance. Organisations
seeking certification must apply a management structure
designed to promote compliance and define the roles and
responsibilities of managers in a clear and transparent
manner.




Management Accountability Regimes

The DOJ has increased its focus on accountability. In a
recent speech, Deputy attorney general Lisa O. Monaco
indicated that “the Department’s number one priority is
individual accountability...”

UK SMCR

UK financial services firms are regulated by the Financial
Conduct Authority (FCA), and sometimes the Prudential
Regulation Authority (PRA) too.

Individual accountability regimes focus on the people who
manage these firms, ensuring they are fit and proper to do
their jobs.

*https://fcpablog.com/2022/10/31/reframing-accountability-to-meet-the-new-doj-guidance/



https://link.getmailspring.com/link/9374CACA-3257-46CA-AE70-4EE678033C4A@getmailspring.com/3?redirect=https%3A%2F%2Fbit.ly%2F3rFGoV2&recipient=aGNhc3NpbkBmY3BhYmxvZy5jb20%3D
https://fcpablog.com/2022/10/31/reframing-accountability-to-meet-the-new-doj-guidance/

Management Accountability Regimes GC

Australia - BEAR / FAR

The Banking Executive Accountability Regime
(BEAR) applies to Authorised Deposit-taking
Institutions (ADIs) in Australia. The Financial
Accountability Regime (FAR) Bill 2022 was

introduced into Parliament on 8 September 2022.

ASIC will join APRA as a co-regulator under FAR,
and FAR will replace the BEAR requirements and
make a number of changes, including:

« Applying to all APRA-regulated entities,
including insurers, RSE licensees, Non-
Operating Holding Companies, and later
extend to apply to entities that are solely
regulated by ASIC under AFSLs and ACLs;

- Extending the obligations under FAR to apply to

the accountable entities’ subsidiaries and
significant related;

Introducing new responsibilities that will need to
be allocated to senior executives as well as
specific responsibilities to be allocated
dependent on the type of entity; and

There will be a corresponding focus on conduct
such as through new accountability obligations
like taking reasonable steps to prevent matters
that would (or would be likely to) result in a
material contravention of specified laws
(including “financial services law"” as defined in
the Corporations Act).



Organisational Culture & Leadership QRC

The standard you
walk past is the
standard you accept!

Chief of the Army,
Lieutenant-General
David Morrison

https://www.youtube.com/watch?v=azbRhVCt8Rw



https://www.youtube.com/watch?v=azbRhVCt8Rw
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Questions?

Reach out to us for your compliance training requirements!

Sydney, Melbourne, Perth, Brisbane, Singapore and New York
contactus@grcsolutions.com.au | grcsolutions.com.au | saltlearning.com



mailto:contactus@grcsolutions.com.au
http://grcsolutions.com.au/
https://saltlearning.com/
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Thank you for joining us today
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